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This paper has its origins in a talk | gave to the Sweet & Maxwell Privyacy
LawSeminar, ‘ Accessto Information’, held at Masonsin November 2003, based
largely on my experience as Counsel for Lord Ashcroft in his data protection
claimsagai nst government departments. The paper hasbeen amended and updated
to take account of the specialist nature of this audience, and to include
consideration of the subsequent decision of the Court of Appeal in Durant v
Financial Services Authority [2003] EWCA Civ 1746 and itsimpact on thisarea
of law.

Lord Ashcroft v Attorney-General & DfID: outline facts

Lord Ashcroft, as he now is, was the Treasurer of the Conservative party 1998-
2001. He was also amajor donor to the party. During 1999 and 2000 he was the
target of a great deal of hostile publicity in the press, much of it based on leaks
from UK government officials and files. As part of a series of defamatory
publicationsin The Times during the summer of 1999 articles appeared based on
documents from files at the Foreign Office (FCO) which contained disparaging
remarks about him by civil servants. Later, documents from the files of the
Department for International Development (DfID), recording an embarrassing
dispute between him and the High Commissioner in Belize were leaked to the
Guardian. And information about the fate of his nominations for a working
peerage was |eaked to the press al so; it was reported that hisfirst nomination had
been rgected and that his second nomination had been recommended against by
the Political Honours Scrutiny Committee. Michael Ashcroft was appointed a
working peer in April 2000.

Lord Ashcroft sued The Times for libel over articles based on leaked (and
Inaccurate) information from US sources, and secured an apology. For therest, he
was convinced that he had been thetarget of apolitically motivated and malicious
campaign by members of the Labour government, aimed at damaging the Tory
party and its electoral prospects by discrediting him, and thereby undermining
Tory party finances. Hewanted to find out who had |eaked against him, and who
had induced the PHSC to advise against his appointment. His starting point was
to make SARs to the FCO, DfiD and the Cabinet Office. Later, he brought three
actions.



(1) A claim for damages in respect of the leaks from FCO* and DfiD, based
principally on rights of confidence/privacy, but including claims for
compensation under the DPA. Also included in this action was aclaim for
damages for misfeasance in public office against one individual FCO
official who appeared to have (at the least) confirmed the authenticity of a
|eaked document to the press.

(2) A second claim against the FCO (see nl) and DfID, which the court
directed himto pursue separately, for further and better accessto data held
by them. Thisclaimrelied ons7 DPA, Article8 ECHR and the HRA.. Lord
Ashcroft’s contention was that the defendants SAR responses were
Inadequate, and non-compliant with his rights under the DPA...

(3 A clamagainst the Cabinet Officefor relief of the same nature, and on the
same basis as the second clam against FCO/DfID. This action was
concerned with information about his peerage nominations, which he had
been denied.

It was the second of these three actions that came to trial before Gray Jin May
2003. That was after Durant had been decided at first instance, but before the
hearing in the Court of Appeal. It was also before the decision of Munby Jin
R(Lord) v SSHD. Thetria opened, but on day 2 of an estimated 5 day trial that
case and both the other Ashcroft actions mentioned were settled by means of an
apology from the defendants and a substantial payment by themin respect of Lord
Ashcroft’s costs.

The Ashcroft caseis therefore authority for nothing. And some of the arguments

advanced have now been the subject of decision by the Court of Appeal in Durant,

wherethe FSA ran the samelegal argumentsasthe Ashcroft defendants (using the

same Counsal) had put forward. But

(1) not al of the points raised in Ashcroft were dealt with in the Durant
judgments,

(2) on some of the issues Durant did tackle there remain some points of
interest and potential importance;

(3  Ashcroft provides in any case a startling illustration of some of the
conseguences of the Durant rulings.

Ashcroft: the issues
Five main issues arose: -

(1) themeaning of ‘relevant filing system’
(2) themeaning of ‘personal data

! The defendant to this claim was the Attorney-General, the correct defendant

under the Crown Proceedings Act.
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3)

(4)
()

the third party dataprovisionsin s7(4)-(6) DPA; proper interpretation and
application

the validity and applicability of some of the DPA exemptions

access rights under the Directive and ECHR/HRA.

The European legal context

The first three issues | have mentioned obviously involve construing the
provisionsof DPA ss.1and 7, but theargumentsdevel opedin Ashcroft recognised,
as they had to, that the DPA cannot and should not be construed in isolation.

D)

)

First, and most obviously, the Act must be construed in thelight of, and in
conformity with, the Directivethat it wasintended to implement, Directive
95/46/EC. This was acknowledged in Durant, though it can certainly be
argued that the court did not pay close enough attention to some aspects of
the Directive.

Secondly, the ECHR and the Human Rights Act may have an impact on
construction. Recital 10 to the Directive acknowledges the aim of
protecting the right to privacy under Article 8 of the Convention. And
Strasbourg authority shows that it can be an interference with an
individual’s rights under Article 8 for a state to store and/or use personal
information about an individual, and then refuse him access to it: see
Leander v Sweden (1987) 9 EHRR 433, [48]; Amann v Switzerland (2000)
36 EHRR 843, [69] & [80]; Rotaru v Romania (2000) 8 BHRC 449, [43]-
[44], [46]. By s3 of the HRA the access rights under the DPA must be
construed, if possible, compatibly with Article 8. Even an unreasonable
construction can be adopted, where necessary to ensure compatibility: R v
A [2002] 1 AC 45. This aspect of the matter did not attract any attention
in the Durant judgments.

It was this same European legal context that threw up the other issues mentioned
at 6 above.

1)

(2)

EC Directives can of course havedirect effect, provided certain conditions
are met. And it had already been held, before the Ashcroft hearing, that
Article 14 of the Data Protection Directive does have direct effect: R
(Robertson) v Wakefield MDC [2002] QB 1052. So, it was argued, if the
access rights granted by the DPA fall short of those guaranteed by the
Directive Lord Ashcroft wasentitled to invoketherights guaranteed by the
Directive itself. Similarly, if the DPA contained exemptions from access
which were not authorised by the Directive Lord Ashcroft was entitled to
object to the state's reliance on those exemptions. Neither of these issues
was covered by the judgmentsin Durant.

Similar points were advanced in reliance on Article 8 ECHR and ss6 & 7
HRA: if Article8 givesriseto aright of accessthe English court isobliged
by s6 to grant the appropriate remedy. If the DPA does not extend far
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enough to allow that to be done the court can grant the remedy under s7
HRA. Similarly, aprovision of the DPA which exempts data from access
which would otherwise be available may be vulnerableto an argument that
it isincompatible with Article 8. Again, these points were not touched on
in the Durant judgments.

(1) “‘Relevant filing system’

As is well known, apart from information in ‘accessible records as defined in
DPA s1(1)(d) theonly manually recorded datato which s7 DPA presently affords
access are personal data recorded as part of a system which falls within the
meaning of this term. The position is due to change in a year’s time when
amendmentsto the DPA introduced by ss68 & 69 of the Freedom of Information
Act take effect, and unstructured data held by public authorities becomes
accessible under s7 (see below). But for thetimebeing thisisthecrucial term, the
interpretation of which governs the extent of access available to manual files
which are not ‘accessible records'. It is the subject of a lengthy and complex
definition in DPA s1(1), with which readers of this paper will be familiar.

‘Relevant filing system’ means [a] any set of information [b] relating to individuals to
the extent that, although the information is not processed by means of equipment
operating automatically in response to instructions given for that purpose, the set is[c]
structured, either by reference to individuals, or by reference to criteria relating to
individuals, in such away that [d] specific information relating to aparticular individual
is readily accessible.

(The emphasis has been added and | ettering interpol ated)

Theargument advanced by the defendantsin Ashcroft and again by the defendants
in Durant was that the definition is of limited scope: each of the criterialettered
[a] to [d] above must be met; so the definition only catches highly structured files
or systems, being those which are organised and structured in such asophisticated
way that a specific kind of information about a particular individual is accessible
with the same or asimilar degree of ease aswould be the case with acomputerised
system. In practice, this means only systems which involved categorisation of
information by reference both to individuals, and by reference to subject-matter.

Three principal lines of argument were these:

(1) thewording of the definition (and in particular the formula “although the
information is not processed by means of equipment ..” etc) shows aclear
intention to ensure that it only coversfiling systemswhich are comparable
to computer systemsasregards ease of accessto specificinformation about
agiven individual

(2) the promoters of the bill made clear in parliamentary statements that the
definition was meant to be of limited scope and was not even meant to
catch ‘files about named individuals' if they were files ‘where avariety of
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12.

13.

different kinds of documents is stored by date order’ (The late Lord
Williams, HL Debs, vol 585, 2 February 1998, col 438; HL Debs, vol 587,
16 March 1998 col .467);

(3) anarrow interpretation can be explained and justified by reference to the
practical reality of the searches which have to be made to comply with
SARs and the relatively short 40 day timescale for response; the officer
concerned, who may know little or nothing about theindividua making the
SAR, needsto be able to find information with a minimum of effort.

The Court of Appea in Durant was seduced by these arguments, and its
conclusions (see[45]-[50], esp para[50]) essentially adopted all of the arguments
of Counsel for the FSA. The consequence seems to be that, for the moment at
least, if the state keeps badly organised filing systems, or even well-organised
systems structured by reference to topics rather than individuals, then thereisno
right of subject access under the DPA. Worse, there will be no access right even
If papersarefiled under individuals’ namesand particul ar information within them
is readily accessible in practice, unless the documents are also broken down by
tabsor flagsinto kinds of information, such ashealth, conduct in employment, etc.

The impact of this in practice can be illustrated by reference to the facts of
Ashcroft. The FCO, which admitted that documentsfromitsfileshad been leaked
to the press, held no less than 41 files containing ‘hundreds of references’ to Lord
Ashcroft. Of these, several were files with his name on the outside. Others were
labelled as relating to topics to which he was clearly central. Civil servants had
been able to obtain documents from these files and leak them. There was also
evidencethat officialshad, without apparent difficulty, prepared memorandaabout
Lord Ashcroft based on scrutiny of thesefiles. But the FCO generally organises
its filing systems by reference to subject matter, not individuals. Nor did the
named or topic fileswhich did exist havetabsor other meansof readily identifying
papers which related to Lord Ashcroft, or specific types of information within
them. So Lord Ashcroft was denied accessto all theinformation in all thesefiles.
The Durant ruling endorses the FCO'’ s approach in Ashcroft.

This is troubling, because that approach enabled the government initially to
conceal from Lord Ashcroft some important information about the leaks against
him. We only know this for sure because, in the first of the actions | have
mentioned - the damages claim - Lord Ashcroft obtained disclosure under the
CPR. Thisdisclosureincluded copies of some manual recordswhich the FCO and
DfID had withheld in response to Lord Ashcroft's SARs. The manual records
disclosed included a considerable volume of documentation evidencing and
relating to the detailed inquiry which the government had carried out into the leak
of FCO documentsto The Times. Amongst those documentswere some containing
the evidence on which Lord Ashcroft based his claim against the individual civil
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servant, for misfeasance in public office - an important issue, and one of real
public interest.

A number of arguments can be advanced in support of the view that the
interpretation of  relevant filing system’ accepted in Durant is too narrow. But
most of them were advanced on behalf of Mr Durant, unsuccessfully. So it seems
improbable that the proper interpretation of ‘relevant filing system’ can now be
revisited in any domestic court short of the House of Lords. | see only three
possible waysin which, inthe CA or below, the Durant ruling on this point could
be evaded or overcome.

(1) First, it does not appear from the judgment that the Court considered the
impact of Article 8 ECHR on the question of interpretation. It could
perhaps still be argued that the decision was to that extent per incuriam,
and an attempt made to persuade the court that s3 HRA requiresagenerous
interpretation to be placed on ‘relevant filing system’ so asto ensure that
the DPA givesfull effect to therights of accessto government information
which Article 8 undoubtedly impliesin some cases.

(2) Alternatively, and perhaps more realistically, reliance could be placed in
an appropriate case on the Article 8 access right itself, as a free-standing
right of accessto information, however recorded, falling outside the DPA.

(3  Findly, it is possible that the ECJ may at some point pronounce on the
meaning of the corresponding provisions of the Directive in away which
conflicts with the CA’s ruling. In that case - since the DPA is meant to
implement the Directive - English courts at all levels would surely be
bound to apply the ECJruling in preference to Durant, whether that be by
re-interpreting the DPA or by giving direct effect tothe Directive (asubject
| return to later on).

It seemsunlikely, however, that any casewill arisein the next 12 monthsinwhich
any of these arguments can be tested in court. Once the DPA is amended in
January 2005 they will probably ceaseto berelevant, in the context of government
information. The third point will remain of some relevance, in relation to access
claims against a private law person or body.

(2) ‘Personal data’

Itisof course ‘personal data’ that isthe primary information accessible under s7.
It is the meaning and application of thisterm that determines whether, if agiven
type of record qualifies as‘data’, information from that record is accessibleto an
individual and, if itis, how much. Personal dataisdefinedinsl(1) asdata‘which
relate to an individual who can beidentified ...’ The statutory definition has no
inbuilt limitations, such as relevance or subject-matter. AsJay & Hamilton have
observed, the definition appears to be avery broad one.
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It was part of Lord Ashcroft’s argument that the definition should be given the
broadest possible construction, whereas the government departments he sued had
taken a very restrictive view of what was personal data.  Much of the
computerised information which they did disclose to him had been drastically
redacted prior to disclosure, so that - to take an extreme example - from one 3-
page document everything but Lord Ashcroft’s name was redacted. Another
document, aletter from Michael Ancramto the FCO asking about theleak inquiry
relating to Lord Ashcroft, wasdrastically cut. It appeared that the main criterion
adopted wasthat disclosurewould be given of information which referred to Lord
Ashcroft by name, but not otherwise. And where disclosure was given, it would
generally be restricted to the sentence or phrase in which his name appeared. A
related complaint of Lord Ashcroft was that redaction as extreme as this violated
the requirement of s7 that disclosure should be in an intelligible form. This
approach was challenged on a number of bases, among them being the obvious
point, that if ‘relateto’ had beenintended to mean ‘refer to’ then Parliament would
have used the latter words.

The FCO and DfiD argued in Ashcroft for a narrow construction of ‘personal

data’, and so did the FSA in Durant. In the event, the Court of Appeal has

approved an interpretation which appears to be narrower even than the one which

the defendants were contending for. According to Durant

(1) Itisnotenough that information refersto anindividual by name; that does
of itself not make it his personal data; ‘mere mention ... does not
necessarily amount to his personal data.’

(2)  Whether information isan individual’s persona data depends on where it
stands on ‘a continuum of relevance or proximity to the data subject’;

(3 One notion ‘that may be of assistance’ is ‘whether the information is
biographical in asignificant sense’;

(49 A secondisthat of ‘focus'; ‘ The information should have the data subject
asitsfocus'.

(5  ‘Personal data’ isinformation ‘that affects [the data subject’s] privacy’.

Although this was not spelled out, another notion to which the Court of Appeal

evidently considered data controllers should have regard is the concept of data

ownership. A repeated theme of the relevant passages of the Durant judgment is

that datais only accessible to apersoniif it is ‘his personal data'.

The introduction of the these numerous evaluative tools into the application of a
definition that would appear on its face to be broad and value-neutral isliable to
be problematic and, | would suggest, defeat some of the desirable aims of the data
protection legislation. First, data controllers are given a difficult task to perform
in deciding what they must disclose. Apparently they must or can now ask
themsel ves such questions as* Where on the continuum of relevance or proximity
doesthisdatalie? “Isit biographical inasignificant sense?’. “Isthe applicant the
focusof thedata?” Secondly, thereality isthat datacontrollerswill err ontheside
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of non-disclosure, and it will be difficult to challenge their decisions. By
definition, datasubjectswill rarely have enough information to be confident about
the merits of such achallenge. One wonders also what view the court will take of
its task where such a challenge is mounted. Is the task to be one of second-
guessing the data controller, and deciding the same issue afresh? Or is the court
to defer to the data controller in thisrespect (cf the Court of Appeal’ s approach to
review of adata controller’ s decision on the redaction of third party information,
at [60]-[61])?

Some of the dangers of anarrow approachtowhat is‘ personal data’ areillustrated
by Ashcroft, where Lord Ashcroft eventually obtai ned through disclosure compl ete
versions of documentswhich had been provided earlier in heavily redacted form.
It was therefore possible to determine exactly what had been redacted. Some of
the redactions resulted in the concealment of information of great importance to
the claimsLord Ashcroft eventually pursued. Some of these redactionswere later
reconsidered by the defendant departments, which conceded that their earlier cuts
had gone too far. It is a matter for speculation whether all these concessions
would have been madeif Lord Ashcroft had not started his claim for damagesand
obtained full copies of the documents via disclosure in that case.

| readily confess that | am startled by the Court of Appeal’s approach, which
seemsto me wrong for a number of reasons. | am baffled, for instance, asto how
the court reconcilesitsview that information is not necessarily personal dataeven
if it refers to a person with Article 2(a) of the Directive which defines personal
data as“any information relating to an identified or identifiable individual ...” |
am puzzled by the suggestion at [28] that the ECJ decision in Lindgvist supports
the Court’ s conclusions. The opposite seems to me closer to the truth. But again,
it must be acknowledged that the doctrine of precedent restricts the prospects for
alitigant in any court short of the House of L ords seeking to challenge the Durant
decision on the point. What means are availablein or below the CA to challenge
or get round this ruling? At the moment, these seem the best candidates.

(1) It may be argued that the decision was per incuriam inasmuch asit relied
on the argument that the express inclusion of ‘ expressions of opinion and
intention’ within the meaning of ‘personal data® supported a narrow
construction. The argument that appealed to the court was that this
provision would have been redundant if abroad construction wasintended,;
such expressions would then fall within the term anyway. But thisignores
the legidative history of this wording; parliamentary statements
demonstrate that the reference was included for the avoidance of doubt(!).
AsJay & Hamilton observe, in a passage not mentioned in the judgments,
the words relied on by the court ‘are mere surplusage’. This argument
would need to be allied with others, as thiswas but one of several grounds
relied on by the court. But it would at least afford a court a respectable
basis on which to depart from Durant.
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(2) A point that does not seem to have been addressed to, or by the court in
Durant is the well-established principle that if the same term appears in
several places in a statute it should be given the same meaning. Thus, if
information only ‘relates’ to A for the purposes of s1(1) and 7(1) when it
has A asits ‘focus and is significant biographical information, asimilar
approach must be taken when asking whether personal data contains
information ‘relating to’ another individual for the purposes of s7(4). But
can information which has A asits focus and is therefore what the Court
of Appea calls ‘his personal data also have B as its focus and be
significantly biographical about him? Medical information about twins,
yes. No doubt there are other exampl es, but the circumstanceswould surely
be pretty rare. This suggests that the Court’ s approach to s1(1) may have
been wrong. (Alternatively, it raises an interesting point about the third
party exception: see below).

(3) Alternatively, adata subject might seek to get round argument about what
is personal data by relying on the other disclosure requirements of s7, and
in particular the intelligibility requirement, as a basisfor gaining accessto
information that thedatacontroller allegesisnot thedatasubject’ spersonal
data. In Ashcroft it was acknowledged, in the end, that some information
that was not, on the defendant’s approach, personal data relating to Lrd
Ashcroft, needed to be disclosed to satisfy the intelligibility requirement.
Of course, this only works, if at al, if there is some personal data in a
document to start with; the obligation to disclose in an intelligible form
only arisesif thisis so.

(49 As mentioned above, a further ECJ ruling on the meaning of the
corresponding provisions of the Directive might suffice, if clearly at odds
with Durant.

(3) Third party data and redaction

ss7(4)-(6) DPA contain provisionsintended to protect the privacy interestsof third
parties, information about whom may be included in a disclosure made by adata
controller pursuant to a SAR. Issues arose in both Ashcroft and Durant about the
proper application of these provisions. In both cases the issue concerned the
redaction of third party names from the disclosures. The FCO and DfiD redacted
nearly all civil servants names and also the names of foreign officials and
ministers. Theredaction meant that L ord Ashcroft was denied knowledge of who
it wasthat had spoken or written ill of him, and between which civil servants that
information had been passed. Durant ruled on the correct interpretation of the
relevant provisions. Again, theruling took arestrictive view of what adata subject
may be entitled to obtain.

Section 7(4) is worth quoting, with emphasis on the wording discussed below.



24,

Where a data controller cannot comply with [a SAR] without disclosing information
relating to another individual who can be identified from that information he is not
obliged to comply with the [SAR] unless (@) the other individual has consented to the
disclosure... or (b) it is reasonable in all the circumstances to comply with the request

without the consent of the other individudl...

The following observations can be made about the emphasised words, and the
impact of Durant.

D)

)

3

(4)

s7(4) isonly engaged where disclosure of third party information would be
anecessary consequence of complying with a SAR. In Durant Aldous LJ
put it differently, suggesting that s7(4) is only engaged where the third
party information is necessarily part of the personal data that the data
controller has to disclose. With respect, that is clearly inaccurate.
Disclosure of the personal dataitself is only one of the obligations under
s7(1). Disclosure of third party information will often be required because
of the separate obligation to disclose what the data controller knows about
the source of the personal data.
It is only information relating to an ‘individual’ that is the subject of the
exception. A data controller may not withhold information about
companies or firmsin reliance on s7(4).
The information that can be withheld isinformation ‘relating to’ the third
party individual. This leads one to examine the implications of the Court
of Appeal’ snarrow approachtotheterm relatesto’ ins1(1). If information
only ‘relates to’ a person if he is the focus of that information, and it is
‘biographical in a significant sense’, then the scope of the third party
exception must be correspondingly limited. Itisonly information ‘relating
to another individual’ that is the subject of the third party exception. So,
for instance, if A e-mails B saying that D is a thief, and naming C as his
source, the Court of Appeal’ s approach would appear to recognise that s7
gives D theright to know all of thisfrom A. Theinformation isimportant
biographical information of which D isthefocus; so it ‘relatesto’ D. Bis
the recipient so so s7(1)(b)(iii) applies, and C isthe source, so s7(1)(c)(ii)
applies. Can A rely on s7(4) to withhold that information about B or C?
Surely not. Itis A, not B or C who is the focus of the information. Query
also whether it is significantly biographical about either of them.
In Durant the formula ‘not obliged ... unless.... it is reasonable’ was held
to create a‘ presumption or starting point’ against disclosure of third party
information, albeit one which could be rebutted ‘if the data controller
considersthat itisreasonable“inall thecircumstances’ todisclose...” Two
comments arise from this.
I The use of the word presumption seems to me inappropriate. The
statute creates a duty, but then goes on to provide that if condition
A is met (compliance with SAR would require disclosure of third
party information) the duty does not apply unless condition B (it is
reasonable to disclose) is aso met. The effect is that the duty does
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(5)

(6)

apply if condition B is met, although no doubt the data subject has
to prove that thisis so.

I. Even if there is a presumption, condition B in s7(4) is that ‘it is
reasonable’ and not that the data controller considers it is
reasonable. The wording implies an objective test.

The court in Durant went further, though, and accepted the FSA’s

submission that it was not for the court to determine whether disclosureis

reasonable; instead, it held, the court’s function is a reviewing function
only, albeit onein which the court will engagein ‘anxious scrutiny’ of the
initial decision.

Apart from the observations mentioned at (4) and (5) above the court in

Durant wasunwilling tolay down any general principlesabout what would

be reasonable in any given circumstances. It gave a few examples whilst

observingthat, inshort, what is* reasonablein all thecircumstances for the
purposes of s7(4) ‘all depends on the circumstances': see para[66].

The net effect of the court’s approach is to give data controllers considerable
freedom in making the decision whether to disclose third party information, and
to limit severely the room for successful challenge by a data subject to the data
controller’ sdecision. It isaso difficult to see how this approach can successfully
be challenged short of the House of Lords. Having said this,

(1)
(2)

©)

(4)

it may be possible to rely on the argument already outlined, based on the
restrictive interpretation of ‘relateto’ asit appearsin s1(1) DPA.

it may also still be possible to advance the argument put forward in
Ashcroft, that thethird party exceptionisthereto protect individual privacy
and not government confidentiality; so it isillegitimate to seek to justify
withholding third party information in reliance on arguments of the kind
deployedin Ashcroft, to the effect that disclosure would harminternational
relations;

aternatively, it can be argued that there is another well-established
presumption, namely that governments can only rely on confidentiality
whereit is shown that disclosure would cause real and substantial harm to
the public interest;

information about third partieswill still be accessiblein any case, if itisof
substantial importance to the data subject; for instance, if the information
is the identity of a person who has libelled the data subject (unless the
journalist’s privilege under s10 of the Contempt of Court Act 1981

applies).

(4) Exemptions and their validity

TheDPA and Statutory Instruments made under it contain anumber of exemptions
fromthe subject accessright for particular kinds of information. Examplesinclude
an exemption for personal data ‘to the extent to which [access| would belikely to
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prejudice the combat effectiveness of any of thearmed forces...” (DPA Sch 7 para
2) and an absolute exemption for personal data ‘processed for the purposes of ...
the conferring by the Crown of any honour’ (DPA Sch 7 para 3; this was the
exemption at issue in Lord Ashcroft’s claim). In at least some instances, the
validity of such exemptionsis open to challenge.

Power to grant exemptions derives from Article 13 of the Directive. This
authorises the imposition of ‘arestriction’ on the right of access under Article 12
when it is a ‘necessary measure to safeguard’ national security, defence, public
security and a number of other specified matters. But there are many DPA
exemptions for purposes which fall outside the situations specifically mentioned
inArticle 13. The ‘honours exemption isone of these. Such exemptionsare only
authorised by the Directive if they fall within the sweeping-up provisions of
Article 13(g), which authorises

... arestriction [which] constitutes anecessary measure to safeguard ... the protection of
the data subject or of the rights and freedoms of others

Any domestic exemptionwhichfallsoutsidethespecificareasidentifiedinArticle
13(a)-(f) must therefore be tested against the requirements of Article 13(g). If it
failsto meet those requirementsit will be an unauthorised restriction on the access
right under Article 12. Sincethe UK isbound by EC law to implement that access
right, thiswould lead to the conclusion that the state is not entitled to rely on such
an exemption against a subject seeking to enforce the accessright.

Moreover, the wording of Article 13(g) is clearly ssimilar to and derived from the
wording of Article 8(2) of the ECHR. Asnoted above, Article 8(1) implies some
rights of accessto information. If the circumstances of agiven case are such asto
giveriseto suchrights, therefusal of accesswill be an interference which hasto
be justified by reference to the requirements of necessity and proportionality
imposed by Article 8(2), or be held incompatible with the Convention.

The potential for challenging some of the DPA exemptions on these grounds was
recognised by commentators even before the HRA came into force. One
exemption identified as potentially falling foul of the HRA wasthe ‘armed forces
exemption mentioned above. That is because it identifies a single criterion for
exemption and failsto allow for any balancing of rival considerations. There may
be cases where disclosure would probably cause some slight prejudice to combat
effectiveness, but other compelling considerations, supported by Article 8, weigh
heavily in favour of disclosure. For example, where the information relates to
some weaponry which is credibly alleged to cause serious harm to health. cf.
McGinley and Egan v UK (1998) 27 EHRR 1 (the Christmas Island nuclear test
case).
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Somewhat similar argumentswererelied onin Ashcroft to challengethe ‘honours
exemption. Thiswas said to bar Lord Ashcroft from access to data showing why
hisinitial nomination as a working peer was not accepted. He believed this was
dueto maliciouspolitical interference. Anissue arose asto whether the exemption
even applied, on its proper construction. But if it did, it was attacked as a blanket
and absolute exemption which was very far from satisfying the necessity
requirements of Article 13(g) of the Directive or Article 8(2) of the Convention.
It is not necessary in a democratic society to impose a complete ban on a person
finding out why they have been turned down for legidative office. Such a ban
prevents any scrutiny, and permits a secret system to operate in what may be a
flawed manner (recent disclosures about theway the New Y ear’ shonourslist was
compiled would tend to support the view that the system is flawed). It is
remarkabl e that aperson refused ajob as a supermarket shelf-stacker isentitled to
see the relevant datain the hands of the prospective employer, subject only to the
third party information provisions of DPA s7(4)-(6).

In the event, Lord Ashcroft’s argument was not tested. But it does seem clear that
thereisample scopefor challenge to some DPA exemptions, principally deriving
from the fact that most of them do not have any built in means of testing the
necessity or proportionality of the restriction they impose in a particular case.

(5) Access rights under the ECHR

In a case where DPA s7 is held not to apply, because information is on paper
recordswhich are neither ‘accessiblerecords nor part of a‘relevant filing systen’,
the Durant decision makes it difficult if not impossible to pursue the argument
advanced in Ashcroft, that reliance could be placed on Article 12 of the Directive
itself. But a possible alternative, where the data controller is a public authority,
istorely on Article 8 and the HRA. There is much room for argument about this.
So far, as the defendants argued in Ashcroft, the Strasbourg Article 8 cases have
only found apositive obligation of disclosureto existinanarrowly circumscribed
range of cases, where the information at issue affects some vital interest of the
subject. The cases involve interests close to the core of what Article 8 protects,
such as a serious risk to health (see, for instance, McGinley, above and Guerra v
Italy [1998] 26 EHRR 357). But it is surely arguabl e that the right to reputationis
protected to some extent by Article 8; Rotaru v Romania (above) suggests as
much. In any event, the line of authorities which includes Leander, Amman and
Rotaru (para 7 above) supports the view that maintaining a file of personal
information, using it and refusing access will often be a breach of the negative
Article 8(2) obligation, not to interfere with private life.

It was argued by the defendants in Ashcroft that Article 8 was only engaged in

Leander et a because they concerned avery specific context: secret surveillance
and intelligence gathering by intelligence services. But in Rotaru much of the
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information had in fact been gathered from the public domain. In both Amman and
Rotaru the court emphasised that ‘private life’ has a meaning corresponding with
the (very broad) meaning given to ‘data’ in the 1981 Data Protection Convention.
And as the Court noted in PG&JH v United Kingdom 25 December 2001 -
Application 44787/98.

Private life considerations may arise however once any systematic or permanent record
comes into existence of such material from the public domain. It isfor this reason that
files gathered by security services on a particular individua fall within the scope of
Article 8 even where the information has not been gathered by any intrusive or covert
method (see Rotaru "43-44)...

Unstructured government files: the unimplemented right of access

The amendments to the DPA made under ss68, 69 FolA will give effect to a
broader access right, in line with the approach just mentioned. In January 2005,
DPA s1(1) will be amended to add afurther class of information to the definition
of data, namely

(e) recorded information held by a public authority [which] does not fall within any of
paragraphs (a) to (d)

This means that information that ‘relates to’ an individual, however recorded or
filed by any public authority (as defined in Fol A s3) will be ‘personal data’ and
prima facie accessible under DPA s7. So far so good.

However, a new DPA sOA will be added at the same time, limiting access to
‘unstructured personal data’ - which is, essentially, the data covered only by the
new s1(1)(e). There are two controls

(1)  For unstructured personal data, the SAR must contain ‘a description of the
data’: sS9A(2). Thiswill avoid unstructured datafalling within the scope of
a‘trawling’ SAR. But how precise doesthe description haveto be? Clearly
it cannot be right that the subject has to know what the substance of the
information is. Presumably it would be enough to say something like:‘the
information on which the decision to refuse me a working peerage was
based'?

(2)  Secondly, there is a cost limit: if the estimated cost of providing the
unstructured personal data goes beyond ‘the appropriate limit’, whichisto
be prescribed by the Lord Chancellor, the authority does not have to
provideit (s9A(3)), though it may haveto say yes or no whether it has any
such data, if doing that is not too costly (s9A(4)). A measure of flexibility
is built into the system; different amounts may be prescribed for different
cases. S9A(5). But there is clearly the potential for dispute here. Suppose
thelimitisset low; arefusal to provide information on cost grounds might,
depending on the nature and importance of theinformation at issue, engage
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Article 8 and call for a proportionality test to be applied to the facts of the
individual case. Alternatively, awealthy and determined individual might

perhapstry to cut thisknot by offering to meet the costs involved from his
own pocket.

12 January 2004
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