Neutral Citation Number: [2008] EWHC 1542 (QOB)

Case No: HQ08X00820

IN THE HIGH COURT OF JUSTICE
QUEEN'S BENCH DIVISION

Royal Courts of Justice
Strand, London, WC2A 2LL

Date: 3 July 2008

Before:

THE HONOURABLE MR JUSTICE EADY

Between :
MINISTRY OF DEFENCE Claimant
-and -
BENJAMIN SIMON GLAIRE GRIFFIN Defendant

Robin Tam QC, Martin Chamberlain andOliver Sanders(instructed byrhe Treasury
Solicitor) for theClaimant
Keir Starmer QC andAlex Bailin (instructed by eigh Day & Co) for theDefendant

Hearing dates: 19-20 June 2008

Judgment

Mr Justice Eady :

1. The Ministry of Defence has brought a claim agaMsBen Griffin, a former soldier,
based on allegations that he has breached a cotifitky agreement and also,
irrespective of contract, that he is in more liditespects in breach of an equitable
duty of confidence. There is a claim for a pernmaniejunction, restraining any
further breaches, and also for an account of pgraiitd/or damages, for delivery up
and other ancillary relief.

2. On 19 and 20 June 2008 | heard the Claimant’'s egjin (issued on 29 February
2008) to extend the terms of an interim injunctmending final determination. The
injunction was first granted without notice by Opkaw J on 28 February and it has
been renewed subsequently on various occasions.oiter in effect at the moment
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is that granted by Sullivan J on 8 April. The hegrbefore me represented the first
opportunity for the parties to develop their respeccases.

3. Mr Griffin served in the armed forces from 28 Fedogu1997 until 17 June 2005. He
volunteered to serve in the United Kingdom SpeEiatces (“UKSF”). His first
attempt was unsuccessful, although for the purpokése selection course he served
with UKSF for a short period between 20 January dad-ebruary 2001. Later, he
served from 12 July 2003 to 17 June 2005.

4. It is obvious that those who apply to join and sewuith UKSF do so on a voluntary
basis. They fulfil particular specialised functomelating to counter-terrorism,
surveillance and reconnaissance, offensive actiahthe provision of support and
influence. The evidence before me consisted grallgi of a witness statement from
the Director of UKSF, who was referred to as BE€is klear that much of the work is
sensitive and requires that they operate secretly.

5. Since October 1996 anyone serving with or joinihg UKSF, or rejoining after a
period of absence, has been required to sign adeotifality agreement. Indeed, Mr
Griffin signed one on 21 January 2001, for the psgs of his original application,
and one on 12 June 2003 when he joined on a mommapent basis. The
introduction of these agreements was popular wiéghvast majority of those serving
in UKSF because there had been a number of unasgdadisclosures (notably in the
memoirs of Sir Peter de la Billiere and a bookemhll'Bravo Two Zero”). The

background does not matter much for present puspadthough it has been fully
explained in evidence. There is also a summaitya@intained in the opinion of Lord
Hoffmann in‘R’ v Attorney-General2003] EMLR 24 at [2]-[5].

6. The Claimant’s complaint is that Mr Griffin, sintés discharge in 2005, has made a
number of unauthorised public disclosures and i@m¢s touching to a greater or
lesser extent upon matters which he experiencedhich came to his knowledge
through his service with UKSF — most notably in ®tar2006 and February 2008.
The object of the present application is to prewyt further such disclosures without
going through the prescribed clearance procedor/lifich | shall shortly turn). Mr
Griffin has made it clear in his evidence that les hcted throughout for reasons of
conscience, and without any personal gain to himddbreover, he reserves the right
to make any further disclosures or contributionguiblic debate in accordance with
his own judgment. He has no wish to harm the @#tsrof this country or those who
serve in the armed forces. | am quite prepargmdoeed on that premise, there being
no evidence to the contrary.

7. I have deliberately refrained from going into detes to the nature of the Defendant’s
earlier revelations, even though they have beerighgd in the media, and from
identifying the nature of the damage which the M®@itnesses say has already been
caused and that which may be caused by similardutvelations. It is not necessary
to go into them since the issues can be addresse ilight of established principle.
Furthermore, although much of the hearing beforeank& place in private, and with
the normal recording machine switched off, | thaughmportant that the terms of
my judgment should be, as far as possible, operaacéssible to anyone who might
be interested in the subject.
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10.

11.

| believe | can go so far as to say, in the mosieg®l terms, that some of the
Defendant’s past disclosures have related to nsattérgeneral knowledge, while

others undoubtedly reflected information which bame into his possession through
his experience of serving in UKSF at the timesJvehimdicated. Some of what he has
published consists in the expression of opinionualeatters of public policy, but he

also makes some general allegations of wrongdoing.

The essential issue before the court is whetheGNffin is permitted, as a matter of
law, to exercise his own judgment in deciding wih&drmation is covered by his duty
of confidence (whether contractual or otherwiseg)for that matter, in determining
whether there is a wider public interest overridwigobligation. The Claimant’'s case
is that the contractual obligations he voluntargcepted, and signed up to, are
effective to take the matter out of his hands.

| turn next to the material terms of the contradt.is accompanied by explanatory
notes, from which | shall also need to cite certsassages. The material words in the
agreement are as follows:

“In consideration of my being given a (continueasting in
the United Kingdom Special Forces from [date] by MQ
hereby give the following solemn undertaking birgdme for
the rest of my life:-

(2) I will not disclose without express prior autity in
writing from MOD any information, document or other
article relating to the work of, or in support dhe
United Kingdom Special Forces which is or has been
in my possession by virtue of my position as a memb
of any of those Forces.

(2) I will not make any statement without expres®om
authority in writing from MOD which purports to tze
disclosure of such information as is referred to in
paragraph (1) above or is intended to be taken, or
might reasonably be taken, by those to whom it is
addressed as being such a disclosure.

3) I will assign to MOD all rights accruing to nand
arising out of, or in connection with, any discloswr
statement in breach of paragraph (1) or (2) above.

(4) I will bring immediately to the notice of MODng
occasion on which a person invites me to breach thi
contract.”

The explanatory notes are supplied to all thoseired to sign up and they explain
the obligations being undertaken very fully ancciear language. For example, it is
necessary to have in mind paragraphs 14 and 20:

“14.  The contract prohibits you from making, withqarior
MOD authority, any disclosures in any form abouw th
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12.

13.

14.

work of the UKSF, special units, and of sensitive
organisations and about those who work in support o
them. The MOD will not hesitate to seek an injiorct

to prevent anyone publishing material in breach of
contract.

20. It is also of concern that individual membensd
former members of the UKSF and special units have
relied upon their own judgement in making such
disclosures and have not sought, or have beemuwilli
to accept, the judgement of MOD about what is &nd i
not damaging. It is important that all present padt
members of the UKSF, of special units and of units
acting in their support understand and acknowledge
that related information is compartmentalised and
tightly controlled so that even many serving member
are not in a position to understand fully the daenag
which even simple disclosures can cause. Former
members are even less well placed and rarely in a
position to understand fully how far the techniqets
in force during their service remain relevant teoreat
operations and capabilities ... ”

It will thus be apparent that there is provision &pplying for and obtaining express
prior authority in writing (“EPAW”). Accordinglythe contractual framework is not
intended to represent an unqualified prohibition disclosures in the categories
contemplated in Clauses (1) and (2). The contsagner in question is simply
required to go through the clearance procedure fil$ is recognised, at least in
general terms, that it is no part of the MOD’s msp to prevent the proper
investigation of criminal activity or other wrongdg. Moreover, | had evidence
before me from Lt Col Wassell of the Royal Militajolice (“RMP”), who
emphasised the commitment of that body to invetstigaallegations of wrongdoing
within its remit. What the contract provides isithhe MOD shall have the right to
consider any proposed disclosures and to exertsisenin judgment on whether they
should be permitted. Contract signers are nowaitbto make their own independent
judgments. The decision of the MOD, upon considgany such application, must
not be reached in an arbitrary or routine manreis clear also that there would be
the opportunity for judicial review if a contradgser remains dissatisfied with the
way in which his application has been approached.

Mr Griffin has never approached the MOD in ordes¢ek EPAW to make any of his
statements. Nor is it the case that he has ewsedany of his concerns as to
allegations of misconduct with any appropriate stigative authority.

It appears that Mr Griffin does not fully trust tegstems in place. He suspects that
the MOD would take an unduly narrow view as to swpe of his permitted
disclosures and that, even if he were permittegis®e matters for the limited purpose
of reporting them to the appropriate investigatwhorities (e.g. the RMP), they too
would not exert themselves in investigating or esipg wrongdoing. In any event,
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15.

16.

17.

18.

19.

20.

insofar as his expressed concerns have primarign kebout the conduct of the
American soldiers in Irag, there would be no autles within the United Kingdom
having jurisdiction to deal with them.

These problems have been the subject of relatneglgnt consideration by courts of
high authority both here and in New Zealand. Ihézessary for me to take these
authorities fully into account.

It may be noted that the obligations imposed bysthadard contractual provisions in
Clauses (1) and (2) echo the wording contained.ino$ the Official Secrets Act
1989. It is clearly intended to achieve the samblip policy objectives, in the
interests of national security, although to be srgd through the remedies available
in civil litigation rather than by way of criminaganctions. The parallel is of some
importance, however, since any case law giving @jwe on the scope of the
obligations imposed under the 1989 Act, and thempgatibility with the European
Convention on Human Rights and Fundamental Freedamy be of value when
addressing similar considerations raised by théraon

It is not surprising that Mr Tam QC, representinge tClaimant, has placed
considerable reliance upon two such cases in sumgdohis interpretation of the
Defendant’s obligations and their enforceability. turn first to ‘R’ v Attorney-
Genera cited above, concerning an appeal from New Zeklamich addressed the
terms of the very contract now under consideratidhere are significant differences
in the underlying factual circumstances, but thecassion of the interpretation and
enforceability of its provisions is nonethelesstipent.

The contract signer had already been serving foresime in the UKSF when he was
asked to sign the contract and left shortly aftedsa He raised a defence (of no
relevance to the present case) to the effect thatdd signed the agreement under
duress and that there had been undue influencevadtsaid that the bargain was
unconscionable and that there had been a lackrsfideration. No such argument is
raised in the present case. Nor could it be. Diefendant signed voluntarily and on
the basis that it was an express condition of Biagpbpermitted to join and serve with
the UKSF. As to the scope of the contractual i&ins, it was argued at trial and in
the New Zealand Court of Appeal that they could betconstrued as extending
beyond “information” which could be characterisedcanfidential or sensitive. By
the time the matter reached the Privy Council, #ngument had been abandoned. It
had been recognised by the court in New Zealaridtieacontract clearly coveredl
“information” and that the more restrictive integpation contended for would involve
rewriting the contract.

It is necessary to have in mind the clearance piwes for which the contract
provides, however, since the MOD would be entitiecconclude, on an application
for EPAW, that the particular information could ¢hsclosed because it was niotits
view, or was no longer, confidential or sensitive.ahy given case, it might come to
such a conclusion because, for example, the infbomavas of a trivial nature, or
because it had genuinely entered the public dorosaibecause there was a legitimate
public interest requiring publication.

Considerations of this kind correspond to the “ing factors” described by Lord
Goff in Attorney-General v Guardian Newspapers Ltd (Nd1890] 1 AC 109 at
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22.

p.282. Those are criteria which the courts redylapply when deciding whether or
not an injunction should be granted to restrainghblication of information which
has about it the necessary “quality of confidenceSuch arguments have been
addressed to me, on the present application, bystdrmer QC with considerable
force and cogency. What is critical to the pressage, on the other hand, is that
under the contractual arrangements the MOD hagh#, it least in the first instance,
to make judgments of that kind for itself. In thackground is the safeguard, where
appropriate, of an application for judicial review.is at that stage, in its supervisory
jurisdiction, that the court would be able to addreghese criteria against the
background of the individual circumstances. Thelailying rationale of the
contractual arrangements is that the MOD’s righextercise its own judgment should
not be bypassed.

The second important case cited by Mr Tam is tlesdm of the House of Lords R

v Shaylerf2003] 1 AC 247. That makes plain that the terrhs.(1) and (2) of the
Official Secrets Act 1989 are sufficiently clear daalify under Article 10(2) of the
European Convention as restrictions on freedompetsh that are “prescribed by
law”. As | have said, these restrictions correspdo those imposed under the
relevant clauses of the contract now under consiter. More generally, also, the
speeches explain why it is so important, becaugbeotpecial nature of their work,
that the security and intelligence services shdnddruly secure with regard to the
confidential information handled. The point hardigeds to be expanded but it is
perhaps appropriate to cite the words of Lord Haié8]:

“Lives may be put at risk, sources of informati@mpromised,
operations undermined and vital contacts with filgrforeign
intelligence agencies terminated. These pointd nes be
elaborated. It is clear that the state is entittedimpose
restrictions on the disclosure of information bymfwers or
former members of those services who have had sdoes
information relating to national security, haviregard to their
specific duties and responsibilities and the obiga of
discretion by which they are boundLeander v Swede®
EHRR 433, para 59;Hadjianastassiou v Greec&#6 EHRR
219, paras 45-47. The margin of appreciation whish
available to the contracting states in assessieg pitessing
social need and choosing the means of achievintetigmate
aim is a wide one:Leander v Swederpara 59; Esbester v
United Kingdom18 EHRR CD 72, 74. The special nature of
terrorist crime, the threat which it presents talemocratic
society and the exigencies of dealing with it mako be
brought into account:Murray v United Kingdoml9 EHRR
193, para 47.”

Similar reasoning can naturally be applied to tlerknof the UKSF. 1t is true that

Lord Hope went on to express some doubt as to wheékle mechanisms in place at
that stage, within the security service, were sidfitly “sensitive” to take account of
individual circumstances. Nevertheless, he coredudat [72]-[75]) that these

concerns could be met by the availability of judicieview — as now more finely

tuned for the analysis of Convention rights aneesssg proportionality.
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23. It is against this background that | need to hawenind the requirements of s.12 of
the Human Rights Act 1998. If the Defendant’s trighfreedom of expression (as
guaranteed by Article 10 of the Convention) is @aghby the present application to
restrict his right of disclosure, it behoves mesk the question, as in the case of any
other such interim application, whether the Claimianlikely to succeed at trial in
obtaining the relief it now seeks: s.12(3). (ManT did not accept that the
Defendant’s Article 10 rights are engaged. Hermesk his position on the basis that
those rights may well have been waived on signigagreement. | will proceed,
however, on the basis that s.12(3) applies.)

24. It is important to remember that the relief soughtnot a blanket ban on the
Defendant’s right to publish relevant informatidouyt only to require him to go
through the clearance procedure prescribed bydheact. The court is being asked
to do no more than enforce the terms of a contsith has been held, both in the
New Zealand Court of Appeal and in the Privy Colyrtoibe enforceable.

25. At this stage, therefore, | am in effect being asteeensure that the Defendant applies
for EPAW before making (in advance of trial) angadosure contemplated by the
contract. It would be inappropriate for the cawtv to anticipate the outcome of any
judgment that might be made on an EPAW applicadigrfor that matter, to second-
guess the result of a hypothetical judicial revegplication (following a hypothetical
EPAW decision).

26. It is also relevant to have in mind, when consiugriiord Goff's “limiting factors”,
that there is sometimes a significant distinctiorbe drawn between an application
based merely upon an equitable duty of confidendeam application founded upon a
contract freely entered into by a consenting adulhe distinction is illustrated in
such cases aAttorney-General v Barkef1990] 3 All ER 257,McKennitt v Ash
[2008] QB 73 andHRH Prince of Wales v Associated Newspaperqd2@08] Ch 57.
A contract may embrace categories of informatiorthiwi the protection of
confidentiality even if, without a contract, equityould not recognise such a duty.
Moreover, in the present case, in a confidentikedale to the particulars of claim,
the Claimant distinguished between classes of mé&bion covered by the contract
and the more limited material to which an equitahléy of confidence would extend.

27. 1 was reminded in this context of the statemenpraiciple set out by Lord Cairns in
Doherty v Allman(1878) 3 App Cas 709, 720:

“If parties, for valuable consideration, with thesyes open,
contract that a particular thing shall not be daliethat a Court
of Equity has to do is to say, by way of injunctiohat which
the parties have already said by way of covenhat,the thing
shall not be done; and in such case the injunaa®s nothing
more than give the sanction of the process of theriCo that
which already is the contract between the partless not then
a question of the balance of convenience or incoewnee, or
of the amount of damage or of injury — it is theedfic

performance, by the Court, of that negative bargéich the
parties have made, with their eyes open, betwesngalves.”
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30.

It is right to acknowledge that the recent caskave cited were primarily concerned
with personal information such as would be prodig Article 8 of the Convention
— which the present case is almost certainly mofarticular, | would accept that the
subject-matter of the Defendant’s earlier disclesus, in a general sense, of public
interest. At this stage, however, that is irrefgvaWhat matters is that the MOD has
a contractual right to make a judgment about anp@sed disclosure before deciding
to grant or withhold EPAW.

The authorities have acknowledged that there ibraglit line” rule preventing the
unauthorised disclosure of information by membeard &ormer members of such
bodies as the security and intelligence servicekthe UKSF: see e.dAttorney-
General v Guardian Newspapers Ltd (No &) p.769,per Lord Griffiths; Lord
Advocate v The Scotsman Publications [1890] 1 AC 812, at p.82&er Lord
Jauncey. That too is a matter of public interddbreover, several of the authorities
cited before me have explained the public policpsiderations underlying such a
rule and also how it is, in the light of those tast compatible with the requirements
of the European Convention. Similar considerationderlie the exemption of the
UKSF expressly included within the terms of s.2@(B)of the Freedom of
Information Act 2000. More to the point, they also exempted from the “whistle
blowing” provisions of the Public Interest DiscloesuAct 1998. If Mr Starmer’s
argument were correct, it would effectively nulliyat exemption.

It is instructive to recall the explanation givem paragraph [36] of the Board's
opinion, in the context of the very same contrachegime, in‘R’ v Attorney-
General

“It is to be noted that neither the New Zealandrtouor their
Lordships were invited to consider whether the MHd acted
unlawfully in refusing to consent to publicatioriThe whole
basis of R’s case has been a challenge to theityabél the
contract and not to the way it has been perfornmiEukere is no
contractual proviso that consent is not to be wweably
refused; nor do their Lordships think that onelddae implied.
Nevertheless, an unreasonable refusal of consettidoiiOD
could have been challenged as a matter of pubkcalad the
appropriate tribunal for such a challenge wouldehbeen ...
the administrative court in England. The princgolgon which
that jurisdiction should be exercised were receditgussed in
R v Shayler... Of course the considerations which the MOD
are entitled to take into account in deciding wketto give
consent under the confidentiality agreement arierdifit from
those which it may take into account under the d@fiSecrets
Act 1989. As the history of this matter shows, dypeement
was intended to prevent the disclosures which womndd
necessarily be in themselves damaging to the pubierest
and might even be as to matters already in theigdbimain.
It had the broader object of preventing public cowersy
which might be damaging to the efficiency of thee8pl
Forces. The United Kingdom Parliament has alsertathe
view that information about the Special Forcesnisispecial
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31.

32.

33.

34.

35.

category: see 23(1) and (3)(d) of the Freedonmfafrination
Act 2000, which declares information relating te tBpecial
Forces to be ‘exempt information’, excluded frore teneral
right to information under section 1(1)(b).”

This passage illustrates clearly why Mr Starmen'guenents based upon public
interest and public domain, persuasive though these, are in the end irrelevant (at
least at this stage).

So too, his argument to the effect that the disoles already made by the Defendant
in 2006 and 2008 are of such a general natureredate to matters so widely known,
that they cannot possibly have done any damagéemational interest or to the
efficiency or wellbeing of the UKSF. He was unalitecomment on any future
disclosures which his client may make, and the et was based entirely on what
has been published hitherto. That is because dication has been given by the
Defendant as to what he wishes to publish, or miap v publish, in the future. He
merely reserves his right to publish whatever hasiers appropriate — according to
his own judgment.

There was evidence before the court from BC andhanavitness, described merely
as Soldier A, which set out why it was, in theiewi that the disclosures already
made had indeed been damaging. There were a nuohlm&ategories of harm or

potential harm. These covered such matters aslenorasks to those currently

engaged in military activity abroad; the undermgnof confidence of those serving
in the UKSF in their colleagues; the possibilihatt others might follow suit and

disclose confidential information; the creationsafpicion or lack of trust on the part
of United Kingdom allies.

As it happens, | did not find much of this very gowing. Some of what the
Defendant has revealed was anodyne and most wasafjém nature. Also, similar
allegations of wrongdoing have been canvassed guhifi the past. But it does not
matter what | think. | am no more qualified thary ather citizen to make a judgment
on the subject. What is important is that the trighmake that judgment is reserved
under the contractual framework to be made by thosee qualified, or at least more
experienced, in the field.

In my judgment, the Defendant must comply with ¢msitractual obligation in the

event that he wishes to make further disclosurdsnaake an application for EPAW.

It may very well not succeed. Indeed, there is pagsage in Mr Tam’s submissions
which gives a broad hint as to the likely outcome:

“In this case, Mr Griffin’s disclosures and/or staents to the
world at large cannot be said to have been ‘requiire the

public interest. Further, to the extent that hedenallegations
of wrongdoing, these could have been disclosedch(BRAW)

to an appropriate body for investigation and thbligunterest
was not served by, and did not ‘require’, their wtharised
disclosure to the world at large.”
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36.

37.

38.

39.

Nevertheless, the plain obligation on the Defendsambd take matters stage by stage;
to make an application for EPAW first and thenhéf does not like the outcome, to
consider with his advisers the possibility of aplagation by way of judicial review.

At one stage in his argument, Mr Starmer suggestadit was incumbent upon the
Claimant to make clear what it was anticipating lddee the outcome of any EPAW
application and/or of any onward reference (assgnERAW to be granted) to an
investigating authority. This cannot be right. idtnot appropriate to anticipate or
speculate as to what the outcome might be. Tiseaepassage in the speech of Lord
Bingham inR v Shaylerat [36], which illustrates, by way of analogywhanportant

it is in this context to go through the variousgsts one by one, as prescribed by the
contract:

“In my opinion the procedures discussed above, ggp
applied, provide sufficient and effective safegsardlt is,
however, necessary that a member or former member o
relevant service should avail himself of the praged
available to him under the Act. A former memberaklevant
service, prosecuted for making an unauthorisedlakigce,
cannot defend himself by contending that if he Imdde
disclosure under section 7(3)(a) no notice or actvould have
been taken or that if he had sought authorisatimieu section
7(3)(b) it would have been refused. If a person Wwas given a
binding undertaking of confidentiality seeks to balieved,
even in part, from that undertaking he must sedkaisation
and, if so advised, challenge any refusal of aushton. If
that refusal is upheld by the courts, it must, heave
reluctantly, be accepted.”

Although the immediate context in that case wad tfathe criminal sanctions
available under the Official Secrets Act, the rewsg is equally valid in the present
case.

Suppose EPAW were given to the limited extent afbding the Defendant to report
his allegations of wrongdoing to the appropriateestigative authorities, and they
were to drag their heels in pursuing the matter@meately. In those circumstances,
the Defendant’s course of action would be (at leasteory) to renew his application
for EPAW to disclose the material on a wider bassge e.gLion Laboratories v
Evans[1985] 1 QB 526, 538A-C, 539E-540B, 544E-H, 551G832H-553C; R v
Shaylerat [29]. It is not appropriate for the court tscamvent these prescribed
steps.

These are the reasons why | informed the partigdbeaclose of argument on 20 June,
that | felt bound to continue the terms of the mgtion until trial or further order.
Having regard to s.12(3) of the Human Rights Aaomhcluded that the Claimant was
likely to succeed in enforcing the contractual ceae procedure at trial.

| should like to conclude by expressing my tharksvir Tam and Mr Starmer for
their full and cogent arguments both oral and iiting.



